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China’s New National Security Law

In late April, China released a new version
of its national security law. Shortly
thereafter, some prominent U.S. firms were
raided by national security operatives, and
there were reports of database access being
restricted. In this report, we will discuss the
new law and who has run afoul of the rules
so far. The context of this new law is
important since China isn’t alone in
increasing its focus on national security—
the U.S. has been taking steps in this
direction as well. As always, we conclude
with market ramifications, where we will
examine how the shifting focus on national
security could affect foreign investment and
trade.

The New Law

The updated law is remarkably broad.
Chapter 1, Article 4, subheading 3 is as
follows:

Activities carried out, instigated or funded
by foreign institutions, organizations, and
individuals other than espionage
organizations and their representatives, or
in which domestic institutions,
organizations or individuals collude, to
steal, pry into, purchase or illegally
provide state secrets, intelligence, and
other documents, data, materials, or items
related to national security, or in which
state employees are incited, enticed,
coerced, or bought over to turn traitor.

Essentially, any foreigner who gathers
information that could be considered “state
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secrets” could be ensnared by this law.
Perhaps even forecasting GDP or
commenting on China’s crude oil
inventories could bring an indictment. Since
the Chinese Communist Party (CCP) views
every company as part of the nation’s
security effort, analyzing company
information could innocently reveal a “state
secret.”

Recently, these actions have been taken on
the grounds that China’s national security
was at risk:

1. Employees at Bain & Company’s offices
in Shanghai were questioned by
authorities. Reports indicate that
company computers and phones were
confiscated. Bain, a consulting group,
works with companies in China to gather
information for marketing and other
purposes. It is likely that this
information-gathering raised questions
from security officials.

2. Five local employees working for the
Mintz Group were detained. Mintz
conducts corporate investigations,
including background checks, litigation,
and fraud concerns. As a sidenote,
another employee had been planning an
overseas trip to Singapore but was
detained at the border. Exit bans have
also become common, especially for
foreign nationals.

3. Access to Wind Information Services, a
Shanghai-based database, has reportedly
been restricted for foreign subscribers.
There are reports of subscriptions being
abruptly cancelled. The database is used
by analysts to examine company and
macroeconomic data.



https://www.reuters.com/world/asia-pacific/china-passes-revised-counter-espionage-law-state-media-2023-04-26/
https://www.reuters.com/world/asia-pacific/china-passes-revised-counter-espionage-law-state-media-2023-04-26/
https://www.chinalawtranslate.com/en/counter-espionage-law-2023/?utm_source=POLITICO.EU&utm_campaign=f2ad12414f-EMAIL_CAMPAIGN_2023_05_04_10_13&utm_medium=email&utm_term=0_10959edeb5-f2ad12414f-%5BLIST_EMAIL_ID%5D
https://www.wsj.com/articles/chinas-expanded-spy-law-adds-to-chilling-effect-of-detentions-ce8cea1a?st=utxmvopo84rq3rv&reflink=desktopwebshare_permalink
https://www.wsj.com/articles/chinas-expanded-spy-law-adds-to-chilling-effect-of-detentions-ce8cea1a?st=utxmvopo84rq3rv&reflink=desktopwebshare_permalink
https://www.wsj.com/articles/chinas-expanded-spy-law-adds-to-chilling-effect-of-detentions-ce8cea1a?st=utxmvopo84rq3rv&reflink=desktopwebshare_permalink
https://www.ft.com/content/454ef0c7-cd2c-4cbc-a581-aed2bf8b186f
https://www.wsj.com/articles/chinese-authorities-question-bain-staff-in-shanghai-e0bbf2fb?st=cm4sd1prutsnsod&reflink=desktopwebshare_permalink
https://www.wsj.com/articles/chinese-authorities-question-bain-staff-in-shanghai-e0bbf2fb?st=cm4sd1prutsnsod&reflink=desktopwebshare_permalink
https://www.wsj.com/articles/chinese-authorities-question-bain-staff-in-shanghai-e0bbf2fb?st=cm4sd1prutsnsod&reflink=desktopwebshare_permalink
https://www.nytimes.com/2023/04/27/business/bain-china.html?smid=url-share
https://www.nytimes.com/2023/04/27/business/bain-china.html?smid=url-share
https://www.nytimes.com/2023/05/04/business/china-foreign-business-security.html?smid=url-share
https://mintzgroup.com/
https://www.wsj.com/articles/chinese-authorities-raid-office-of-u-s-investigations-firm-mintz-group-de818140?st=2cmrowibx0z3hip&reflink=desktopwebshare_permalink
https://www.wind.com.cn/portal/en/EDB/index.html
https://www.wsj.com/articles/china-locks-information-on-the-country-inside-a-black-box-9c039928?st=7my52v7t0p57aa9&reflink=desktopwebshare_permalink

Bi-Weekly Geopolitical Report — May 30, 2023

4. A Japanese employee of the drugmaker
Astellas (ALMPY, $15.27) was detained
for alleged espionage activities.

5. Due to the recent crackdown, Forrester
Research, a consulting firm, has decided
to close its Chinese operations.

6. Security services raided multiple offices
of Capvision, another consultancy that
has offices in China’s major cities.

In some respects, this new security law is
anything but new. China follows “rule by
law” instead of “rule of law,” which means
the law gives the government power. In the
West, rule of law is designed to protect
citizens from government power. China has
a long record of detaining foreigners for
alleged violations of state secret requlations.
To a great extent, the new regulations
broaden definitions of national security, but
in reality, the CCP usually doesn’t allow the
law to restrict its activities.

What has caught foreign firms off guard is
that China has also been wooing foreign
direct investment. COVID-19 restrictions
dampened direct investment into China, but
as those restrictions are being lifted, the
CPC leadership has been encouraging
foreign investment. And yet, the national
security laws are working at cross purposes

to this goal.
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The previous chart shows foreign direct
investment (FDI) into China as a percentage
of GDP. As the data shows, FDI has been
falling steadily since 2005.

The recent raids and detainments have raised
the alarm of the U.S. Chamber of
Commerce, which is usually supportive of
Chinese business and investment. A recent
press release captures the uncertainty
surrounding attempts to foster foreign
investment in the current national security
environment.

The U.S. Chamber of Commerce welcomes
the recent statements of senior Chinese
officials regarding their commitment to
greater openness and desire to attract
more foreign investment. However,
foreign investment will not feel welcomed
in an environment where risk can 't be
properly assessed and legal uncertainties
are on the rise.

The crackdown seems to be focusing on
firms that gather data and intelligence, and
as the quote from the Chamber highlights,
without these firms, foreign investors will be
flying blind.

Why Is This Happening Now?
There are three elements of this recent
behavior that are worth noting:

1. The crackdown seems to be focused on
consulting firms. One reason that these
consultants are drawing the
government’s attention is that their
methods are not too dissimilar to those
used by intelligence agencies when
fostering sources. The consultants create
expert networks that foreign firms can
consult about industries, firms, or
policies, to name a few. When a foreign
firm has an inquiry, the consultant brings
in the experts to meet with the potential
investor so they can obtain information


https://www.wsj.com/articles/china-detains-japanese-employee-from-drugmaker-astellas-abb01d27?st=jm0wbg74y3a2ndd&reflink=desktopwebshare_permalink
https://www.wsj.com/articles/china-detains-japanese-employee-from-drugmaker-astellas-abb01d27?st=jm0wbg74y3a2ndd&reflink=desktopwebshare_permalink
https://www.ft.com/content/c74ae369-b7a2-4edf-afa0-6c84c1bf0d76
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https://www.ft.com/content/fc364119-979d-4090-83bf-2e6a24d5b175
https://www.ft.com/content/fc364119-979d-4090-83bf-2e6a24d5b175
https://www.hrw.org/news/2009/07/23/beijings-peculiar-definition-state-secrets?utm_source=POLITICO.EU&utm_campaign=f2ad12414f-EMAIL_CAMPAIGN_2023_05_04_10_13&utm_medium=email&utm_term=0_10959edeb5-f2ad12414f-%5BLIST_EMAIL_ID%5D
https://www.hrw.org/news/2009/07/23/beijings-peculiar-definition-state-secrets?utm_source=POLITICO.EU&utm_campaign=f2ad12414f-EMAIL_CAMPAIGN_2023_05_04_10_13&utm_medium=email&utm_term=0_10959edeb5-f2ad12414f-%5BLIST_EMAIL_ID%5D
https://www.theguardian.com/world/2023/apr/27/china-widens-already-breathtaking-scope-to-arrest-foreigners-for-espionage?CMP=Share_AndroidApp_Other
https://www.theguardian.com/world/2023/apr/27/china-widens-already-breathtaking-scope-to-arrest-foreigners-for-espionage?CMP=Share_AndroidApp_Other
https://asia.nikkei.com/Economy/Chinese-cities-court-foreign-investment-for-post-COVID-recovery
https://asia.nikkei.com/Economy/Chinese-cities-court-foreign-investment-for-post-COVID-recovery
https://www.thewirechina.com/2023/05/14/beijings-latest-crackdown-deepens-foreign-businesss-confusion-due-diligence-consultancies/
https://www.thewirechina.com/2023/05/14/beijings-latest-crackdown-deepens-foreign-businesss-confusion-due-diligence-consultancies/
https://www.wsj.com/articles/chinas-tightening-grip-on-foreign-firms-risks-hitting-investment-93389517?st=fmz85a7b47id9ti&reflink=desktopwebshare_permalink
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https://www.uschamber.com/international/u-s-chamber-statement-on-concerns-over-prc-investment-climate?utm_source=POLITICO.EU&utm_campaign=f2ad12414f-EMAIL_CAMPAIGN_2023_05_04_10_13&utm_medium=email&utm_term=0_10959edeb5-f2ad12414f-%5BLIST_EMAIL_ID%5D
https://www.uschamber.com/international/u-s-chamber-statement-on-concerns-over-prc-investment-climate?utm_source=POLITICO.EU&utm_campaign=f2ad12414f-EMAIL_CAMPAIGN_2023_05_04_10_13&utm_medium=email&utm_term=0_10959edeb5-f2ad12414f-%5BLIST_EMAIL_ID%5D
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about an industry, firm, market, region,
etc. This information may be critical to
whether a foreign firm decides to invest
in or conduct business with China.
However, given that the new law
broadens what is considered “national
security,” these discussions may be seen
as violating security. The CCP tends to
view all of industry as servicing the
party and the state, so imparting insights
to foreigners could be construed as
passing secrets. For foreign firms, the
information provided by the consultant
firm’s experts may be important in
deciding on an investment. Beijing may
be reluctant to share that information and
may instead view it as a threat.

2. The CCP abhors foreign nations
commenting on or interfering with
China’s internal matters. For example, a
U.S. law that bans imports fabricated by
Uyghurs in order to avoid the forced
labor issue requires American importers
to certify that the goods are not made
with forced labor. Companies use
consulting firms to assist in determining
if imports are made with such labor.
China does not want such scrutiny, so
preventing firms from performing due
diligence on this matter is seen as a way
of preventing foreign interference.

3. Open-source intelligence is the gathering
of publicly available information to gain
an understanding of something. That
“something” may be a company, a
nation, a culture, etc. Although the
intelligence agencies engage in this sort
of intelligence-gathering, they have
access to non-public information as well.
The practitioners of open-source
intelligence are widespread; private
firms such as Stratfor or Geopolitical
Futures engage in this sort of analysis. It
could be argued that this report is a form
of open-source intelligence. In general,
the more data available to analysts
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practicing this form of intelligence, the
more insights and connections that can
be made. There is some evidence to
suggest that think tanks had linked
together information that was used by
the U.S. government when it built its
policy restricting China’s access to
cutting-edge semiconductors, arguing
that these chips are used in military
applications. The crackdown is designed
to thwart these efforts.

The Divergence Between National
Security Behavior and Fostering Foreign
Investment

So, why are we seeing this divergence where
China is wooing foreigners to invest while
raiding Western research firms? One
potential explanation is that two different
elements of the government are involved,
and their actions haven’t been coordinated
yet. President Xi elevated national security
with a 2017 law. Essentially, national
security is critical to all parts of society. At
the same time, local governments, given the
task of boosting economic growth, are
seeking foreign investments to meet that
goal. Without coordination, the two goals
can work at cross purposes.

We expect this contradiction to be resolved
by focusing on national security. China
probably wants the foreign investment, but
only on Beijing’s terms. If a foreign firm
requires the intelligence these consultants
offer in order to make an investment, we
suspect China would be willing to forgo that
investment. The actions taken by the
security apparatus in China raise concerns
that simple analysis by companies can be
seen as a threat to national security. If this
atmosphere continues, it will certainly have
a dampening impact on foreign direct
investment.



https://www.state.gov/wp-content/uploads/2020/05/What-is-MCF-One-Pager.pdf
https://www.state.gov/wp-content/uploads/2020/05/What-is-MCF-One-Pager.pdf
https://www.state.gov/wp-content/uploads/2020/05/What-is-MCF-One-Pager.pdf
https://www.cbp.gov/trade/forced-labor/UFLPA
https://www.cbp.gov/trade/forced-labor/UFLPA
https://www.cbp.gov/trade/forced-labor/UFLPA
https://foreignpolicy.com/2023/05/16/china-xinjiang-uyghurs-cotton-forced-labor/
https://foreignpolicy.com/2023/05/16/china-xinjiang-uyghurs-cotton-forced-labor/
https://www.reuters.com/world/china/consultancy-firms-china-tested-limits-before-beijings-crackdown-2023-05-15/
https://www.reuters.com/world/china/consultancy-firms-china-tested-limits-before-beijings-crackdown-2023-05-15/
https://www.reuters.com/world/china/consultancy-firms-china-tested-limits-before-beijings-crackdown-2023-05-15/
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https://worldview.stratfor.com/
https://geopoliticalfutures.com/
https://geopoliticalfutures.com/
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The Big Picture

In the heady days after the fall of the Berlin
Wall and the dissolution of the Soviet
Union, the world appeared safe for
capitalism. Francis Fukuyama postulated
that we had seen the “end of history” and
that there was no viable alternative to
democracy and markets.

Although Fukuyama’s actual position is
more nuanced, the U.S. unipolar moment led
policymakers to conclude that market
development was the primary goal. The
Washington Consensus pressed for
democracy and open capital and goods
markets. The important takeaway was that
national security concerns no longer held the
same preeminent position in decision-
making as it had held during the Cold War.
Although national security worries returned
after 9/11, those concerns were mostly about
addressing terrorism, not competition among
the great powers.

There is mounting evidence that national
security concerns have returned. We note
that over the past few weeks, Treasury
Secretary Yellen and National Security
Advisor Sullivan have both given public
speeches indicating the primacy of national
security. Other nations are echoing similar
sentiments. And, as we detailed above,
China is clearly prioritizing national
security.

Sullivan’s speech was wide-ranging, but he
pointed to industrial policy designed to
rebuild the U.S. industrial base, in part, to
thwart China. This new industrial policy is
designed to support the energy transition,
rebuild infrastructure, and adjust trade
flows, but it also means more government
intervention in the economy. Is it possible
this trend would end with a new U.S.
administration? Perhaps, but it is important
to remember that President Trump led the
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charge in changing U.S. relations with
China.

Prioritizing national security suggests that
efficiency will not dominate the direction of
policy like it did from 1990 to 2016,
meaning that foreign investment will face
scrutiny and domestic investment could be
“steered” toward national goals.

There is a temptation, as often seen with
children, to argue that the other party
“started it,” but as investors, it really doesn’t
matter if China or the West moved first to
prioritize national security. The reality is
that national security is rapidly emerging as
the key goal that will change global
investing and trade flows.

Ramifications

This evolving environment will create
winners and losers. In some cases, it will
take time to determine who these parties will
be, but we can draw some broad conclusions
about the direction of travel for markets.

The focus on national security will lead to
higher price levels. When national security
isn’t a primary concern, economic actors can
focus on efficiency which leads to lower
costs. However, national security concerns
will often lead to redundancies in supply
chains that will likely increase costs. For
example, the goal of building semiconductor
foundries in the U.S. is not a decision based
on efficiency but rather on security.

The focus on national security will also
increase demand for inventories. For the
past four decades, we have lived with supply
chains characterized by just-in-time
inventories. This logistical method allows
producers to avoid the cost of managing
inventories and the risk of supply disruption.
The pandemic exposed the risk of just-in-
time inventories. Furthermore, an unsettled


https://pages.ucsd.edu/~bslantchev/courses/pdf/Fukuyama%20-%20End%20of%20History.pdf
https://home.treasury.gov/news/press-releases/jy1425#:~:text=First%2C%20we%20will%20secure%20our,to%20defend%20our%20vital%20interests.
https://home.treasury.gov/news/press-releases/jy1425#:~:text=First%2C%20we%20will%20secure%20our,to%20defend%20our%20vital%20interests.
https://www.whitehouse.gov/briefing-room/speeches-remarks/2023/04/27/remarks-by-national-security-advisor-jake-sullivan-on-renewing-american-economic-leadership-at-the-brookings-institution/
https://www.whitehouse.gov/briefing-room/speeches-remarks/2023/04/27/remarks-by-national-security-advisor-jake-sullivan-on-renewing-american-economic-leadership-at-the-brookings-institution/
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geopolitical realm, where supply chains
become risky, will encourage just-in-case
inventory management which should be
safer from disruption but will be more
expensive.

Rising price levels will create a dilemma for
central banks: if they raise interest rates to
combat higher inflation, it could hamper
government fiscal operations and weaken
economic growth. In the U.S., rising
interest rates are increasing debt-servicing
costs, so at some point, governments and
central banks are either going to deal with
inflation through austerity (which is
politically unpopular) or by allowing higher
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inflation to become permanent. We expect
that central banks will eventually be forced
to tolerate higher inflation in order to avoid
permanent austerity.

Higher inflation trends favor short-duration
assets such as value stocks, dividend-paying
stocks, and short-term fixed income.
Growth stocks will likely struggle in this
environment. Commodities, due to
inventory demand and their status as an
inflation hedge, should also perform well.

Bill O’Grady
May 30, 2023
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